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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on July 21 , 2005. 
Claim 14 has been amended. Claims 1-29 are pending. 

Oath/Declaration 

2. The objection to the Oath in the first office action is withdrawn. 

Claim Rejections - 35 USC §112 

3. The rejection of claim 14 under 35 U.S.C. 112 in the first office action is 
withdrawn. 

Response to Arguments 

4. Applicant's arguments filed July 21 , 2005 have been fully considered but they are 
not persuasive. In response to the arguments concerning the previously rejected claims, 
the following comments are made: 

The Applicant argued Rowland (U.S. Patent 6,405,318) does not teach or 
disclose or even suggest, "an intrusion detection system integrated with an operating 
system". The Examiner disagrees. Rowland discloses an intrusion detection system that 
monitors a computer system in real-time by comparing the user behavior to a user 
profile to detect events that indicate unauthorized entry into the computer. The user 
profile is dynamically constructed for each computer user and combined with real-time 
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monitoring of log audit files that are login records of a Unix or Windows NT operating 
system. (Abstract; Col. 4, lines 35-38) 

In response to applicant's argument that the references fail to show certain 
features of applicant's invention, it is noted that the features upon which applicant relies 
(i.e., an operating system having intrusion detection system integrated therein) are not 
recited in the rejected claim(s). Although the claims are interpreted in light of the 
specification, limitations from the specification are not read into the claims. See In re 
Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

The Applicant argues Walsh et al. (hereinafter Walsh, U.S. Patent 5,856,481) 
does not disclose or suggest, "an anti-virus system integrated into an operating system". 
The Examiner disagrees. Walsh discloses an anti-virus system that runs on an 
operating system in conjunction with a personal computer. Furthermore, Walsh 
discloses the anti-virus may be implemented in combination with other program 
modules including routines, programs, components, and data structures. (Abstract; Col. 
7, lines 63) 

The Examiner disagrees with the applicant and maintains all rejections. All 
amendments and argument by the Applicant have been considered. It is the Examiner's 
conclusion that calms 1-29 are not patentably distinct or non-obvious over the prior art 
of record in view of the references Rowland, Walsh and Holland. Therefore, all the 
rejection is maintained as given below. 



Claim Rejections - 35 USC § 102 
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5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 22-29 are rejected under 35 U.S.C. 102(b) as being anticipated by Walsh 
et al. (hereinafter Walsh) United States Letter Patent Number 5,856,481. 

As per claim 22: 

Walsh teaches a method comprising: 

executing an OS-integrated anti-virus system; (Col. 2, lines 63-64) and 
monitoring at least one computer resource to detect the presence of at least one 

virus. (Col. 2, lines 65-67; Col. 3, lines 1-3) 

As per claim 23: 

Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein monitoring at least one computer resource 
comprises monitoring at least one computer resource selected from the group 
consisting of a data storage system, an input/output system, a networking system, an 
application program execution environment, and interfaces to peripheral devices. (Col. 
8, lines 1-6) 
As per claim 24: 
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Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein monitoring at least one computer resource 
comprises reporting the presence of at least one virus. (Col. 3, lines 1-3 and lines 50- 
54) 

As per claim 25: 

Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein the step of monitoring comprises detecting the 
reassembly of a virus. (Col. 3, lines 50-67; Col. 4, lines 1-5) 
As per claim 26: 

Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein the step of monitoring comprises recognizing a 
virus. (Col. 4, lines 28-33) 
As per claim 27: 

Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein the step of monitoring comprises preventing the 
storage of a virus. (Col. 3, lines 38-42) 
As per claim 28: 

Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein the step of monitoring comprises preventing the 
transmission of a virus. (Col. 10, lines 7-12) 
As per claim 29: 
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Walsh teaches all the subject matter as discussed above. In addition, Walsh 
further discloses a method wherein the step of monitoring comprises preventing the 
execution of a virus. (Col. 2, lines 63-67; Col. 3, lines 20-22) 

7. Claims 1-3, 15-17 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Rowland United States Letter Patent Number 6,405,318. 
As per claims 1 and 15: 

Rowland teaches a computer and a method comprising: 

an operating system controlling a computer resource; (Col. 2, lines 40-46) and 

an intrusion detection system integrated with the operating system and operable 
to monitor the computer resources to detect and prevent intrusion attempts. (Col. 2, 
lines 41-58 and lines 65-67; Col. 3, lines 44-47) 
As per claims 2 and 16: 

Rowland teaches all the subject matter as discussed above. In addition, Rowland 
further discloses a computer and a method wherein the computer resource is selected 
from the group consisting of data storage system, input/output system, a networking 
system, an application program execution environment, and interfaces to peripheral 
devices. (Col. 2, lines 263-65; Col. 8, lines 9-23) 
As per claims 3 and 17: 

Rowland teaches all the subject matter as discussed above. In addition, Rowland 
further discloses a computer and a method wherein the computer resource comprises 
an application program execution environment and a networking system under the 
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control of the operating system and monitored by the intrusion detection system to 
detect, prevent and report intrusion attempts. (Col. 3, lines 44-47; Col. 6, lines 4-6) 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

9. Claims 4-5 and 10-14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Rowland United States Letter Patent Number 6,405,318 in view of Walsh et al. 
(hereinafter Walsh) United States Letter Patent Number 5,856,481. 

As per claims 4 and 5: 
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Rowland teaches all the subject matter as discussed above. Rowland does not 
explicitly disclose a computer comprising an anti-virus system integrated with the 
operating system and operable to monitor the data storage system, input/output system, 
networking system, application program execution environment, and interfaces to 
peripheral devices to detect and report the presence of at least one virus. 

Walsh in analogous art, however, discloses an anti-virus system integrated with 
the operating system and operable to monitor the data storage system, input/output 
system, networking system, application program execution environment, and interfaces 
to peripheral devices to detect and report the presence of at least one virus. (Col. 2, 
lines 63-67; Col. 3, lines 1-3; Col. 8, lines 1-6) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Rowland to 
include an anti-virus system integrated with the operating system and operable to 
monitor the data storage system, input/output system, networking system, application 
program execution environment, and interfaces to peripheral devices to detect and 
report the presence of at least one virus. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to do so as 
suggested by Walsh (Abstract) in order to have a system that provides protection from 
infection or damage by a virus and advise the possible danger of spreading the virus. 
As per claim 10: 
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Rowland and Walsh teach all the subject matter as discussed above. In addition, 
Walsh further discloses an anti-virus system comprises a module operable to prevent 
reassembly of a virus. (Col. 2, lines 63-67; Col. 3, lines 20-22) 
As per claim 11: 

Rowland and Walsh teach all the subject matter as discussed above. In addition, 
Walsh further discloses an anti-virus system comprises a module operable to recognize 
a virus. (Col. 7, lines 25-41) 
As per claim 12: 

Rowland and Walsh teach all the subject matter as discussed above. In addition, 
Walsh further discloses an anti-virus system comprises a module operable to prevent 
storage of a virus. (Col. 3, lines 38-42) 
As per claim 13: 

Rowland and Walsh teach all the subject matter as discussed above. In addition, 
Walsh further discloses an anti-virus system comprises a module operable to prevent 
transmission of a virus. (Col. 10, lines 7-12) 
As per claim 14: 

Rowland teaches all the subject matter as discussed above. Rowland does not 
explicitly disclose a computer wherein the anti-virus system comprises a module 
operable to prevent execution of a virus. 

Walsh in analogous art, however, discloses an anti-virus system comprises a 
module operable to prevent execution of a virus. (Col. 2, lines 63-67; Col. 3, lines 20-22) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Rowland to 
include an anti-virus system comprises a module operable to prevent execution of a 
virus. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so as suggested by Walsh (Abstract) in 
order to have a system that provides protection from infection or damage by a virus. 

10. Claims 6-9 and 18-21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Rowland United States Letter Patent Number 6,405,318 in view of Holland, III et al. 
(hereinafter Holland) United States Letter Patent Number 6,851,061. 
As per claims 6 and 18: 

Rowland teaches all the subject matter as discussed above. Rowland does not 
explicitly disclose a computer and a method wherein intrusion detection is integrated 
with a networking stack of the networking system above the link layer operable to 
access raw network frames. 

Holland in analogous art, however, discloses intrusion detection is integrated with 
a networking stack of the networking system above the link layer operable to access 
raw network frames. (Col. 2, lines 26-27 and lines 35-36; Col. 5, lines 25-27) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the computer and the method disclosed by 
Rowland to include intrusion detection is integrated with a networking stack of the 
networking system above the link layer operable to access raw network frames. This 
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modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so as suggested by Holland (Col. 2, lines 17-19) in 
order to have a scalable solution providing packet traffic for network intrusion detection 
and analysis. 
As per claims 7 and 19: 

Rowland teaches all the subject matter as discussed above. Rowland does not 
explicitly disclose a computer and a method wherein the intrusion detection system is 
integrated with a networking stack of the networking system above the network layer 
operable to access reassembled fragments. 

Holland in analogous art, however, discloses an intrusion detection system is 
integrated with a networking stack of the networking system above the network layer 
operable to access reassembled fragments. (Col. 5, lines 9-22 and lines 29-46) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the computer and the method disclosed by 
Rowland to include intrusion detection is integrated with a networking stack of the 
networking system above the link layer operable to access raw network frames. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so as suggested by Holland (Col. 2, lines 17-19) in 
order to have a scalable solution providing packet traffic for network intrusion detection 
and analysis. 
As per claims 8 and 20: 
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Rowland teaches all the subject matter as discussed above. Rowland does not 
explicitly disclose a computer and a method wherein the intrusion detection system is 
integrated with a networking protocol stack of the networking system above the 
transport layer. 

Holland in analogous art, however, discloses an intrusion detection system is 
integrated with a networking protocol stack of the networking system above the 
transport layer. (Col. 6, lines 29-34; Col. 7, lines 17-42) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the computer and the method disclosed by 
Rowland to include intrusion detection is integrated with a networking stack of the 
networking system above the link layer operable to access raw network frames. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so as suggested by Holland (Col. 2, lines 17-19) in 
order to have a scalable solution providing packet traffic for network intrusion detection 
and analysis. 
As per claims 9 and 21: 

Rowland teaches all the subject matter as discussed above. Rowland does not 
explicitly disclose a computer and a method wherein the intrusion detection system is 
integrated with a networking stack of the networking system between the network layer 
and the transport layer and between the transport layer and the application layer. 

Holland in analogous art, however, discloses an intrusion detection system is 
integrated with a networking stack of the networking system between the network layer 
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and the transport layer and between the transport layer and the application layer. (Col. 
6, lines 29-34; Col. 7, lines 17-42) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the computer and the method disclosed by 
Rowland to include intrusion detection is integrated with a networking stack of the 
networking system above the link layer operable to access raw network frames. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so as suggested by Holland (Col. 2, lines 17-19) in 
order to have a scalable solution providing packet traffic for network intrusion detection 
and analysis. 

1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See PTO Form 892. 



Conclusion 

12. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on 571-272-3819. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Shewaye Gelagay 
09/09/05 




